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Mid Term

= Next Tuesday — April 29t

O

o 30-50 questions
7 Multiple choice

7 Questions come from both text and lectures
e Some may be similar to homework

n Closed book, closed notes
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Homework Assignments

Homework assignment #?2
Due by May 1......
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CMPE 150: Introduction
to Computer Networks
LECTURE 7:

Logical Link
Control, Part I
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Logical Link Control

= MAC protocol provides best effort service.

= Even when ACKs are used in the MAC, the
LLC layer can decide when to retransmit.

= LLC bridges the gap between service
expected by network layer and service
provided by MAC layer.

= LLC uses the header information in MAC
frames.

= Example: PPP (LLC) over Ethernet (MAC)
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Functions at The Link Layer

= MAC:

o Framing

o Error checking

o Naming within LANs (with MAC addresses)
o Sharing of medium

o Flow control (in some cases)

s LLC:

o Retransmission strategy
o Link management

(deciding when a link exists or does not)
o Flow control (in some cases)
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Types of Service LLC Can
Provide

s Unacknowledged connectionless service: Datagram
transmission, no connection exists, no error checking,
framing is the only service provided (e.g., SLIP ).

s Acknowledged connectionless service: No
connections, each frame is ACKed individually. This service
can be provided as part of the MAC itself

(e.g., CSMA/CA protocols)

= Connection-Oriented Service: Data exchanged within a
connection, provides net layer with a virtual reliable
packet stream (e.g., HDLC, PPP)
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Retransmission Strategies

= Called Automatic Repeat reQuest (ARQ)
algorithms or protocols.

= Read Sections 3.4 of text.

= Design Issues:
o How does a receiver ask for a retransmission?
o How does the sender know when to retransmit?

o How are packets associated with requests for
retransmissions?

= Performance and correctness?
= We will assume point-to-point links for simplicity.
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ARQ Assumptions

= The protocol operates at the link layer.
= One sender and one receiver.

= Links and nodes behave in FIFO order.
= Nodes execute ARQ protocol correctly.

= Session between sender and receiver is
already initialized and is permanent.

= All errors are detected correctly and
framing is done perfectly.
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Generic ARQ Scheme

SENDER INITIATED

PACKET

( \
acknowledge packet

if

\_ retransmit
l if no ACK
4 Y
time time
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Generic ARQ Scheme

RECEIVER INITIATED

SENDER

—

time

Spring 2003

POLL

ACK/POLL

retransmit
if asked

UCSC

=\ -
M

acknowledge

RECEIVER
\

> TIMEOUT
packet if no
errors; poll |/
v
time
cmpe150
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Example of Simple ARQ

= Assume receiver labels every ACK with the same
label (A), regardless of the packet being
acknowledged.

P(1) P(2)

SENDER
» time

|
|
A
|
|
|
|
|
|
|
1
RECEIVER I
L T, T T
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Errors Can Confuse Receiver

= Assume that sender retransmits packet
when it receives no ACK within a timeout.

P(1) timeout copy of P(1)

SENDER ==
> time

| |

: X : Works correctly

| |

| A | A

| |

| |

| I |
RECEIVER | |

LI r, I
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Errors Can Confuse Receiver

P(1) timeout copy of P(1)

| P(2
SENDER '« —---—-5 P(2)

» time

S erroneously concludes
that P(1) and P(2) were
received correctly!

RECEIVER

To avoid confusion at S, each ACK must
reference the packet for which it is sent.
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Requirements in ARQ

= Sender labels each packet it sends using a linear
sequence-number space.

= Receiver ACKs each packet it receives without
errors and numbers each ACK with the sequence
number of the corresponding packet.

= Sender times out after not receiving an ACK for
the packet within some finite amount of time, and
retransmits the packet then.

= Sender sends up to a certain number of un-ACKed
packets.
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Stop-and-Wait ARQ

= Sender transmits packets labeled 1, 2,.....

= Receiver ACKs every packet received correctly
and ACK specified the packet being acknowledged
(or next expected packet).

= Receiver passes copy of packet correctly received
to the network layer and drops packets with
errors.

= Sender retransmits copy of packet if no ACK
arrives within a timeout interval.

= Sender and receiver are initialized to start sending
and receiving packet 1.
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Stop-and-Wait Protocol (SWP)

Sender’s algorithm:
1. Initialize packet number (PN) to 0 [orl for example].

2. Wait until packet is received from network layer; assign
PN to packet.

3. Transmit (or retransmit) packet in frame with PN as its
sequence number.

4, Start timeout timer and wait for ACK from receiver.

5. If error-free ACK specifying PN is received within
timeout interval,

then set PN = PN+1 and go to Step 2.
else go to Step 3
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Stop-and-Wait Protocol

Receiver’s algorithm:

1. Initialize next packet (NP) to O [or 1for example] and
repeat Step 2 forever

2. If ( packet is received )
then
if (error in packet)
then discard packet
else do
if (PN=NP )
then give packet to network layer and set NP = NP+1
send ACK containing PN (or NP)
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Selective Repeat ARQ

Motivation: SWP leaves sender idle for long periods of time

waiting for ACKs.

Solution: Allow sender to transmit multiple packets while waiting

for the ACK of a given packet. Have a pipeline of packets!

(m]

(m]

(W]

Requirements:

Sender and receiver can buffer a number (W) of packets
Sender labels packets using consecutive numbers 1, 2,....

Receiver buffers packets received without error, ACKs them, and delivers
packets to network layer in the correct order

(e.qg., if packet P1 is in error and P2 and P3 are received correctly, the
receiver buffers them until it receives P1 correctly)

Sender buffers copies of transmitted packet until it receives the
corresponding ACK.

Sender retransmits a packet when its timeout expires with no ACK.
ACK refers to the sequence number of the packet it acknowledges.
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How Many Packets Allowed in
Sender’s Buffer?

Assume we allow a maximum of W=4 in buffer

and sender can

1 1 1 1 1 1 1 1 1 ar
2 2 2 5 5 s | keep transmitting
new packets!
3 3 3 3 3 6 6
4 4 4
5 I4 timeout
4 > time
1\
3 4 6
X
2 2 2
R
3 3
4 4
5 5
6 overflows
buffer!
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Solution To Buffer Overfilow

= Sender cannot transmit a new packet if the difference in smallest and
largest seq. # in buffer is not smaller than W! ASSUME w=4

AW IN|R

o

_ >I< timeout
tHneout

> time
]\ 3 4
X 3 4
1 1
transmit 1 until
ACK is received
2 2 5
R
3
4
1
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Selective Repeat Protocol

= Write a pseudocode description of SRP!
= Consider sender and receiver.
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Go-Back-N (GBN) ARQ

= SRP requires sender and receiver to have a buffer, which
iS not an issue today.

= With GBN, the receiver discards any packet it receives out
of order; therefore, it does not need a buffer.

= Receiver accepts only those packets received in order.

= Receiver ACKs a packet received correctly with the
sequence number of the /last packet received in
sequence.

= The sender starts a timer for each packet it transmits, and
after the timeout of a packet expires, it retransmits the
packet and all the packets sent after that packet.

= Sender can have up to W packets waiting for ACKs.
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GBN ARQ Example 1

<

Timeout for pkt 1 (7)

<+

>

S PKT 1 | PKT2 | PKT 3

PKT 4 PKT 5

A 4

Packet 1 is received Sender is able to

correctly; receiver
sends ACK

Spring 2003

transmit four
packets before
timeout for pkt 1
expires

UCSC

ACK to pkt 1 arrives
before its timeout
expires; sender can
send packet 5.
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GBN ARQ Example 1

timeout for pkt 2 (7) >

<
S PKT 1| PKT2 | PKT3 | PKT 4 PKT 5| PKT 6 ]
v\ \ 'q < > time
\ \ \ ' /
\ \ A W4
\ \ Vo
vy g N (€
\ \ v 4\
\ \v \/ \
\ A N \
AT =
<+
R T
Packets 2 to 4 ACK to pkt 2 arrives
arrive in order at before its timeout
the receiver; expires; sender can
receiver sends ACKs send packet 6.
for them
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GBN ARQ Example 1

timeout for pkt 3 (7) >

<
PKT 1| PKT 2 PKT 3 PKT 4 PKT 5| PKT 6 | PKT 7 ]
» time
\ \ \ \ ¢ « A
\ \ \ Y / /
\ \ \ /’ \ 7 /
\ \ \ W/ /
\ \ v ( /
1/ 2/ 3/
\ \ v 4\ /

\v

\ 4

\ \Vs \,
\ A /\ )
/ /
—E e -
pe
ACK to pkt 3 arrives
before its timeout

expires; sender can
send packet 7.
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GBN ARQ Example 1

timeout for pkt 4 (7)) >

<
PKT 1| PKT 2 PKT 3 PKT 4 PKT 5| PKT 6 | PKT 7 | PKT 8
\ \ \ Y / / /7
\ \ v N/ / /
\ \ R W4 / /
\ \ v ( / /
1/ 2/ 3 4/
/
\ \ v 4\ / /

\v

\ 4

\ A /\ N /
/ /
—E e B e
pe
ACK to pkt4 arrives
before its timeout

expires; sender can
send packet 8, etc.
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GBN ARQ Example 2

= packets 1 to W-1 must
timeout (7) = be retransmitted
< > A
P .
+——> 4 A
PKT 1| PKT2 | PKT3 | PKT 4 E PKT 4 )
\ \ \ \ = » time
\ \ \ \ .
\ \ \ 4
v \ ’X‘ v 7
\ \ \ 7/ \ 7
\ vA ZA ?’
\ VLN, N,
VoA p v
/ / >
TEEB BE
T J : .
Y ACK to packet 2 arrives after timeout;
all packets are sender schedules packets 1 to 4 for
delivered to network retransmission!
layer but sender does
not know!
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GBN ARQ Example 2

packets 1 to W-1 must

timeout (7) be retransmitted Sender can finally
< > A send packet 5
<> r N *
PKT 1| PKT2 | PKT3 | PKT 4 PKT1 | PKT2 | PKT3 | PKT 4 PKT 5 )
\ \ \ \ < \ 9\ 9\ \ < < < < » time
\ \ \ \ 4 7\ \ \ 7 / 4 /
/ 7 / 74 /4 74 /s 4
\ \ Voo , SN \ ) , , ,
\ \ \ 9\ s \, AN S / /
\ \ \// \v // 7\ \ \// \v // /
\ \ \ A 7\ \ \ A /
U A WA A WAL A U WA WL AN WA
\ A p v ’ \ A p v y,
/ / / / >
TEE EBEE @EENEN
T J \ J
Y v Note that receiver
all packets are all packets are keeps sendin
delivered to network discarded P 9
layer but sender does (out of order) 2@ % as the last packet
not know! received in sequence
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GBN ARQ Example 3

= packets 1 to W-1 must
timeout (7) = be retransmitted
< > A
P .
+——> 4 A
S PKT 1| PKT2 | PKT3 | PKT 4 EPKT PKT 4 )
\ \ \ \ "< » time
\ \ \ \ n/
\ \ \ \ .
'X \ \ \ /
\ \ \ 7/ /
\ \ 0’\ 9’
\ Loy 0,
\ X v 7
/ »
o B EE
\ Y o ACK to packet 2 arrives after timeout;
no packet can be sender already scheduled packets 1 to 4
delivered to network for retransmission!

layer! Receiver keeps
asking for packet 1
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GBN ARQ Example 3

packets 1 to W-1 must

timeout (7) be retransmitted Sender can finally
< > A send packet 5
DL r h *
S PKT 1| PKT2 | PKT3 | PKT 4 PKT1 | PKT2 | PKT3 | PKT 4 PKT 5 )

\ \ \ v Y 9\ 9\ v 9 v 7 ume

\ \ \ \ / \/ \ \ 7/ / / /

: ! ! ! SN N \ »/ 1 //2 .’ 3// 4

A\ \ \ \ 7 \, \ \ Ny / /

X \ \ o’ 0,7 0 \ \/  \v / /
\ \ pd 7\ VA A7 /
\ WA WAL A YA WA WA
\ X A% /7 \ A X v /
/ / / >
T - EBE @DEDEN
T J \ J
Y Y

no packet can be all packets are
delivered to network received in order and Receiver states
layer! Receiver keeps passed to network  the |ast packet
aSklng for paCket 1 Iayer. recelved |n Sequence
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Correctness of SRP

= What to prove:

o Finite sequence number space: What is the
minimum sequence number space we can use
so that sender and receiver never get confused
with sequence numbers in ACKs and packets.

o Safety: Receiver passes packets to the
network layer in sequence, without gaps or
replicas.

o Liveness: Deadlocks never occur.
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Sequence Numbering in SRP

= Assume W=4 and sequence numbers are seven sequence numbers
(i.e., 0 to 4)

ender waits for ACK to pkt 1

S# 0 1 2 3 4 0 1 2

S PKT 1 | PKT2 | PKT3 | PKT 4 PKT5 | PKT6 | PKT7 | PKT 8

\ \ \ \ N A\ 2?\ \ < < < < time
1\ \ /30 \' 74 /0 71,7 2
Y 7 /( /( \ v/ // // //
Voo /7 Vs v, v 7
\ \ \V 72 \v 7 ¥ \ \v \V v / /7
/ / /
o 15243/ ' Vo152 7 .
/ / 7 / 7 / /
\ 1% X v / \ y y \, /

/
; FEERE DO EN
|\ J
~
all packets are passed receiver associates 0
to network layer with packet 6

A 4

\ 4
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Sequence Numbering in SRP

= However, receiver can get confused!

timeout for packet 1

<< >
ender waits for ACK to pkt 1
S# 0 1 2 3 4 0 0
S PKT 1| PKT2 | PKT3 | PKT 4 PKT 5 PKTj\ | PKT 1 ]
\ \ \ \ AR A . /*i » time
\ \ \ \ 71 <
v \ \ L7 ! A % L7 3 ' e 0
\ \ v\ X\ o / < N N \ /
\ \ \ ¢\, / X N \ /
‘o \1.52.%3.7 oo ,’
\ \ /7 \ y 7 \ / /7 * \ ' 4
\ 1% X v ’ ) ’
/ / >
T B E B T
\ J i
Y receiver does not
all packets are passed Tknow if 0 corresponds
to network layer to replica of packet 1 or
packet 6!
Note that S cou/d have sent packets 5 and 6! PASS TO NETWORK
LAYER???

Spring 2003 UCSC cmpe150 34



Sequence Numbering in SRP

= Assume that window is W and packets are numbered modulo 2W/
(from O to 2W-1)

= Assume that, at time 7, packet labeled n is passed to network layer at

the receiver (and is the packet with the highest number that can be
passed to net layer).

, time

received!
n (o.w., it would have been
sent to network layer)

=> ACK(n+1) not sent to sender
=> Smallest sequence

number pending an ACK at => Largest sequence number
the sender is n-W+1 sent by sender is n+W

|
I
sender sent packet n <= ¥ => n+1 has not been

=> sender received all ACKs
up to ACK(n-W), because
window is W

Given n, the possible range of sequence numbers of packets at the

senderis {n-W+1, n+W} and using modulo 2W sequence number
space works correctly
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Sequence Numbering in SRP

= The same type of argument can be made
for the receiver, assuming that the sender

receives the ACK for packet n for the first
time at time 7.

= Left to the student to show that using a

sequence number space modulo Z2W does
not confuse the receiver!

= Show the same for SWP!
oW=1
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Safety Proof for SRP

= By induction on sequence number PN of a
packet.

= Prove for the first packet:
o S and R are initialized with PV =NP = 0.

o First packet sent by Sis 0 and S can only send up to
PN = W - 1to R due to window size.

o S must retransmit packet with PV = 0, until it receives
an ACK with /P > 0 or NP = 0 from R

SEE WHY?
o Therefore, SRP is safe for packet 0!
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Safety Proof for SRP

= Assume that SRP is safe for PN = n-1 and
prove for PN = n:

o R hasset VP =n

o R can only accept a packet with PV =NP to be passed
to the network layer, which can be done together with
a set of other packets whose sequence numbers are in
sequence.

o When the first error-free copy of packet with PV = n
arrives, R passes it to network layer in sequence and
increases NVP. No replica of the same packet is given to
the network layer and no missing packets exist from 0
to n; therefore, SRP is safe.

O Q.E.D.
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Liveness Proof for SRP

= The trick is to identify key events in time ensuring
that the protocol never deadlocks.

= In an ARQ protocol, the key events can be stated
with respect to a given packet n:

o The first transmission from S of packet with PN = n
occurs at time £1

o The first time that R receives an error-free transmission
of a packet with any PN < or = n that makes the
packet with PNV = n be in sequence occurs at £2

o S receives an error-free transmission of an ACK reporting
NP =or > n+1 at 3
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Liveness Proof of SRP

t3
: time
Y NP> i,”
\ \
\ MPior=i+1
PN =or<i /
RECEIVER
SSN i HSN itz
£1 4 @
missing mIssing Set of packets in sequence including
packet with PN =/ is passed to network

layer

NO DEADLOCKS IF [#,, ,]<
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Liveness of SRP

By definition of SRP, NP(t) and PN(t) are non-decreasing functions of ¢

Because the channel has a propagation delay and t1 is the first time when
S releases a packet with PN = i, given that SRP is safe, it is impossible for
R to release a packet with PN =i before or at t1; therefore, t2 > t1

Because the probability that any packet and its ACK goes through the
channel correctly is > 0, it follows that [t1, t2] is finite.

Because R releases the first ACK with NP >= i at time t2 and because the
channel has a positive propagation delay, it must be true that t3>t2

Because the probability of receiving an ACK with an NP covering a packet
with PN < NP is non-zero, it follows that [t2, t3] is finite.

Q.E.D.
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Effect of Negative ACKs

= We have assumed that packets are retransmitted
after a timeout.

= Using negative acknowledgments (NACKSs), the
receiver tells the sender about missing packets
and the sender can retransmit after receiving the
NACK. This increases throughput.

= NACKs and ACKs can be combined in windows of
ACKSs:

last pkt in
sequencel °|1 | 0|1 I I 1|
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Extra Slides

= Slides on protocol efficiency
o For your enjoyment and edification..
o This information will not be on the exams

Spring 2003 UCSC cmpe150
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Efficiency of SWP
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Efficiency of SWP

= Consider the case in which no errors occur.

P processing delay

< >
SENDER PACKET

» time

.

< < > < ><t—>
RECEIVER T T

S=minimum time between successive packet transmissions
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Efficiency of SWP

From the diagram we have:

S=P+A+2(Q+71)

However, packets and ACKs may be lost or corrupted in the channel and it takes
much longer to send a packet successfully.

timeout timeout >
SENDER processing L
» time
X
RECEIVER processingT ACK processingT ACK
X = total time to transmit a packet and its ACK correctly
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Efficiency of SWP

Let (1-p) be the probability that a packet or its ACK is sent
sent correctly over the link.

This implicitly assumes that each attempt to succeed
sending a packet is independent of others.

We have again the geometric random variable!

The number of transmissions needed for success is of
course 1/(1-p).

A
a

T

| the failed transmissions incur one timeout of time, and
| of these occur with probability p.

he last transmission incurs S seconds and occurs with

probability 1-p.
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Efficiency of SWP

= We can apply the same simple method used to
compute average delays in MAC protocols.

T = timeout

S = P+A+2Q+27
no transmission error

<ta E{X}=(1-p)S+ p(T+E{X})
- S 1-p

Exy=s+ L
error TP I-p
Efficiency = packet time _ P 7= (1 — p)P
E{X}  E{X) (— p)S+ pT
Too much overhead over lossy links n~ -p)P . 0=0

or links with large b-d products!

T (1= p)(P+ A+27)+ pT’
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Efficiency of SRP
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Efficiency of SRP

= Consider the case in which no errors occur.

S=P+2(r+0Q)+ 4

wP :
Wlth WXP < S
~ b o
SENDER | packeT | PACKET | PACKET | PACKET Y ti
] > ime

v

RECEIVER

<+ : . »
S=minimum time between successive packet transmissions
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Efficiency of SRP

= Consider the case in which no errors occur.

S=P+2(t+Q)+ 4

wpP .
R with WxP< S
~— p o
4>
7 Q
SENDER | packeT | PACKET | PACKET | PACKET % M .t
= 9 » time
\ 7/ 4 7
/7
/7
RECEIVER g V
Note the implicit
5—4" — : ktt’ o full duplex
=minimum time between successive packet transmissions operation!
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Efficiency of SRP

. | WP
= Efficiency of SRP: Msgp = mlﬂ{T,l}

wP

A
7z N

P -
> With no errors,

PACKET | PACKET | PACKET | PACKET Sender never StOpS Wlth S < WP

| - |

Assume infinite W and T > S, so that sender never retransmits if

there are no errors.
p =P{ transmission error in packet or its ACK }
1-p =P{ transmission successful packet and ACK}

Y= number of times packet is transmitted
1

The average number of transmissions before EY)=——
success Is again: l1-p
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Efficiency of SRP

= We can also use the graphical method, of course...

= We focus on the number of transmissions,
because all transmissions last the same.

no transmission error E{Y}=(1-p)+ p(1+E{Y})
start 1
1, 1-p

E{Y} = . as expected!

1
error 7 P

Let E(X') be the average time taken to transmit a packet successfully, then E(X)=P E(Y)

packet time P . P
. Tlsrp =
E{Xy  E{X) P/(1-p)

Intuitive result! If sender never stops, the
efficiency is the % of packets sent w/o

errors
Spring 2003 UCSC cmpe150 54
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Efficiency =

Very high efficiency as long as window
is longer than S'!
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Efficiency of GBN
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Efficiency of GBN

= A packet that is not ACKed wastes a timeout (7)

= To simplify our analysis, assume

I=S=WxP

= We compute the average time needed for the sender to get the ACK
to a given packet 7 and advance window to n+1

no transmission error

n @
P, 1-p

p

error

packet time P

Efficiency = EX! _E{X}

Spring 2003 UCSC

EXX=(-p)P+p(T+E{X})

E{X}:p+ﬂ:p(1+ij
1-p 1-p
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